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Network setup
eth1: connect this to the network. DHCP
•        New Ulm's IP: 192.168.0.25
eth0: static, this is the main interface for the camera network
•        IP address: 10.60.10.1
eth0:1 static, this is the interface used to configure cameras from default settings to our                                 destination camera network
•        IP address: 192.168.1.1
wlan0: onboard wifi.
•        IP address: 10.60.10.2
Firewall
•        Rules defined in: /etc/iptables.rules
•        Rules are loaded prior to any interfaces being brough up during boot
◦        /etc/network/interfaces
▪        pre-up iptables-restore < /etc/iptables.rules
◦        These rules prevent eth1, eth1:1 and wlan0 from communicating with eth0
User setup
Users:
•        alec
•        karl
Both users have been added to the sudoers group
 
Drive setup
OS Drive
•        120GB SSD
•        Partitions
◦        1, mounts to /boot, ext2 formatted, 1GB size. Boot partition
◦        2, swap, swap formatted, 8GB size
◦        5, mounts to /, ext4 formatted, 40GB size. Root partition
◦        6, no mount point, not formattted, 40GB size
▪        To be used as a clone of 5
◦        7, no mount point, not formatted, 31GB size
▪        To be used to store clonezilla image
•        Clonezilla image will dump an image partition 5 to partition 6 and then reboot into partition 5
•        UUIDs
◦        1: 6a8941dd-b0db-4a23-a71e-01a9af881e43
◦        2: 846b6246-9cfa-463a-9374-979ef366836c
◦        5: c6a5af59-43d4-4b9e-ae97-571cd757d09f
•        /dev/disk/by-id:
◦        ata-KINGSTON_SV300S37A120G_50026B775C027972
◦        wwn-0x50026b775c027972
Storage Drives
NOTE: Storage array is NOT currently set up, as an additional Molex->SATA power converter is needed
•        2x 5TB WD Black drives
◦        RAID1 using MDADM
▪        MDADM emails alerts to:
•        alec@papierniak.net
•        karl@papierniak.com
◦        S.M.A.R.T. alerts enabled
▪        Alerts emails to
•        alec@papierniak.net
•        karl@papierniak.com
OS Setup
Software installed
•        vim
•        tmux
•        iftop
•        iotop
•        htop
•        rsync
•        sudo
•        virtualbox
 
To add an additional network on the camera-only network
•        vim /etc/network/interfaces
•        add the following lines to the end of the file, replacing X with the next number
◦        i.e. if eth0:4 is the last entry in the file, replace X with 5, resulting in eth0:5
◦        auto eth0:X
allow-hotplug eth0:x
iface eth0:X inet static
address 10.100.100.1
netmask 255.255.255.0
broadcast 10.100.100.255
◦        In the above example, replace '10.100.100.1' with the desired network configuration
•        Bring the new interface up:
◦        (as root): ifup eth0:X
•        On reboot, the new interface will automatically be added to the startup
•        Add an entry to: /etc/iptables.rules to prevent the new interface from reaching the normal network
◦        Normal network lives on eth1
 
 
Setup of WiFi network with wlan0
•        # apt-get install hostapd
