Bios info:

When in the BIOS and exit, after hitting exit the default option is Load Optimized 

Defaults!

This will reset viritualization to disable (if disabled will not be able to remote into pccam)
So be sure to choose:

SaveChanges&Restart

or

DiscardChanges&Exit

To set 

Enter BIOS (at startup press del before boots Windows)

Advanced; CPUConfiguration

scroll down IntelVirualizationTechnology (pressing down arrow four times should get you there)

make sure it is Enabled

kjp has file Notes Blueiris.docx on k4 R:\To_be_backed_up_k4\Karl\Word

When restore use the IFD USB boot drive NOT IFW USB boot drive - don't know why, it just works

Hardware info:

motherboard

Manufacturer  Product       SerialNumber     Version  

ASRock        FM2A88X-ITX+  M80-58026700896   

Disk 2 232.88 GB




System Restore 500 MB




C: 111.30 GB





unallocated 121.10 GB

Made a bootable Windows 10 usb drive

Ref: https://www.microsoft.com/en-us/software-download/windows10

Create installation media for another  PC

Unchecked: Use the recommended options for this PC

Booted from the Windows 10 install usb drive

Clicked: 
I don’t have a product key



Windows 10 Pro 64



Custom install Windows only

Deleted all partitions

Chose Drive 1   111.8 GB as drive to install Windows 10

Chose custom install


For the privacy – send info to Microsoft, etc. turned all off (default was on)

Computer: I own it (vs. an organization)

Enter email to connect to Microsoft account – “Skip this step”

Added user: alec as administrator

Allowed Remote desktop connection

On router at 1511 Crestwood forward ports 3389 & 33389 to pccam (109.168.0.25)

Added user cam

Changed power settings to High performance, set never to go to sleep

Changed password for user Alec

Uninstalled/disabled start menu apps for user Alec

Installed Chrome

Installed Adblock Plus within Chrome

Set default browser to Chrome

Installed Notepad++

Set time zone to central and corrected date and time

added 3 TB drive (will not be RAID - put IFW backups [encrypted] on this drive)

Re-arranged the SATA cables so:

                  Windows        BIOS

SSD     111.79 GB  Disk 0         SATA3_1  Kingston  SWV300S37A120G

         3 TB     Disk 1         SATA3_2  WDC WD3003FZEX-00Z4SA0

         5 TB     Disk 2         SATA3_3  WDC WD5001FZWX-00ZHUA0

         5 TB     Disk 3         SATA3_4  WDC WD5001FZWX-00ZHUA0

Installed Image For Windows & registered it.

20160518 IFW backup of HD 0 (System Reserved (500 MiB) NTFS (01) **active** and (C:) MBR 1 (113971 MiB) NTFS (02))

There likely was a Windows Update

20160522 IFW backup of HD 0 (System Reserved (500 MiB) NTFS (01) **active** and (C:) MBR 1 (113971 MiB) NTFS (02))

Made USB UEFI boot disk - it did not work (didn't take time to troubleshoot)

Made USB IFD Recovery Boot Disk - worked, need IFD Product Keys: 0D21-B577-7839

Restored from 20160518 IFW backup of HD 0 (System Reserved (500 MiB) NTFS (01) **active** and (C:) MBR 1 (113971 MiB) NTFS (02))

All worked well

Install VirtualBox

Downloaded images of reverse proxy and openvpn server VMs (not configured)

20160525 IFW backup of HD 0 (System Reserved (500 MiB) NTFS (01) **active** and (C:) MBR 1 (113971 MiB) NTFS (02))

Activated pccam Windows 10 - used the Activation key from GPMC (Windows 7) [as will no longer use GPMC]

Windows 10 then generated a different Activation key

rebooted

20160525B IFW backup of HD 0 (System Reserved (500 MiB) NTFS (01) **active** and (C:) MBR 1 (113971 MiB) NTFS (02))

changed default folder for edge downloads to F:\Downloaded

ref: http://www.intowindows.com/how-to-change-default-download-location-in-microsoft-edge/

Installed LibraOffice 5.3.1.2_Win_x86

changed computer name from DESKTOP-KELBBE7 to pccam

20160721

Created a 'scripts' folder on the C drive, C:/scripts


This folder will be used to store scripts.

Set vm named 'PC CAM-OpenVPN_Server' to run on machine boot


Created a script in C:\sripts\ called autostartVms.bat


added a shortcut to this script in user Alec's startup folder

Set user Alec to auto login at boot. 


Had trouble getting the script to start VMs to launch at boot, so I did this and it's working with the startup thing

Set OpenVPN service to start at boot (delayed). Delayed 5 minutes to let the VM boot up

NOTE: OpenVPN >=2.3.3 REQUIRED. As earlier versions do not support

 TLS 1.2 ciphers

 Only ciphers allowed for PC Cam VPN: TLS-DHE-RSA-WITH-AES-256-GCM-SHA384 

Installed OpenVPN 2.3.11 x64 

Camera NIC: Ethernet (Realtek NIC)

Main LAN NIC: Ethernet 2 (Atheros gbit nic) 

Disabled a ton of incoming and outgoing firewall rules to lock down the host's network ability.

Added incomine and outgoing firewall rules for the OpenVPN exe's

Used MMC to configure rules of subnets that are allowed and disallowed to talk

Changed the TP-Link router to be only a switch

static ip of 10.10.10.2

setup wifi network of name lirewess

set tp-link to only allow remote management by mac: F4-F2-6D-05-65-B1

Added a virtual network interface 


Microsoft KM Loopback Adapter (Ethernet 3)


Static IP of 192.168.1.1

Installed Blue Iris


Used my license

Installed nmap

Added nmap bin path to %PATH%

Installed Wireshark

Created document with network details: "F:\Data\Network Details.txt"

Created document with network map for cam net: "F:\Data\cameraNetworkMap.txt"

Began config'ing reverse proxy.


Added it to the VPN


Set it to run on boot with the openvpn server


updated 


installed nginx

Installed Windows 7 VM



This will be used to connect to the cameras from time to time


The network adapter on the VM is bridged to the Realtek (camera only network) on the host



VM cannot access external networks

Setup port forwarding on port 33499 on host to 3389 on Win7 x64 Cam Setup (VM)


to add forwarding:



netsh interface portproxy add v4tov4 listenport=33499 listenaddress=10.20.20.10 connectport=3389 connectaddress=10.10.10.3


to remove forwarding:



netsh interface portproxy delete v4tov4 listenport=33499 listenaddress=10.20.20.10

Added rule to firewall to open port 33499

Purchased passioncam.xyz


Set www.passioncam.xyz to 50.148.253.169


Set passioncam.xyz to 50.148.253.169

On ReverseProxy VM:


setup system mail to be sent to alec@papierniak.net using msmtp


Set up domain for passioncam.xyz to forward to HOST on host-only IP (192.168.56.1)



http://192.168.56.1:81/ <-- blue iris ip:port listening


added jessie-backports repo


installed certbot from jessie-backports


got certificate from certbot:



certbot certonly --webroot -w /var/www/passioncam.xyz -d www.passioncam.xyz -d passioncam.xyz --email alec@papierniak.net --rsa-key-size 4096 --hsts --uir


added certbot renew command to cronjob to run at 4:32am and 4:51pm everyday

Added a reverse proxy at 4924 Portland to temp. server up https traffic to the pc cam reverse proxy vm


vpn ip: 10.20.20.18

20160827

--------

Added folder to hold camera information: F:\Data\Cameras

20160910

20170129 - KJP to verify with Alec that he used the most recent image

Alec removed encryption from V drive

Got it working so Blue Iris will start when pccam reboots


ref: https://www.sevenforums.com/tutorials/11949-elevated-program-shortcut-without-uac-prompt-create.html?ltr=E


for the task in task scheduler, wouldn't work if chose "Run if user logged on or not"


put the shortcut (StartsBlueIris) in F:\Data\Utilities



tried running the shortcut from another task in task scheduler - didn't work



called F:\Data\Utilities\StartsBlueIris in F:\Data\Utilities\runonstartup.bat



then have a task in Task Scheduler that runs F:\Data\Utilities\runonstartup.bat at startup

Started backing up pccam F:\Data to s3 \home\cabin\public_html\Need_Password\pccam F Data backup\yyyymmdd\Data


Have to do this manually:


1. on k4 remote to pccam


2. on k4 netuse to cabin\public_html\Need_Password\pccam


3. make folder Z:\public_html\Need_Password\pccam F Data backup\yyyymmdd


4. copy pccam F:\Data


5. paste to k4 Z:\public_html\Need_Password\pccam F Data backup\yyyymmdd

*************************************************************************************

SSD died - Alec built new Computer0

restored using IFD image 201

Registration key from registry: TY4CG-JDJH7-VJ2WF-DY4X9-HCFC6

Alec got 4 cameras going

20170910

kjp did unknown adjusting may or may not have to do with this but not getting signal from dock camera

20171001

RESTORED 20170910 all cameras working

got email working from Blueiris, porch cam was making noise at night - sounded like a motor but camera not moving,  kjp thinks may 

have to do with ir, forgot to unplug the power when left cabin on 10-2-17 so disabled in hopes won't add wear and tear

20171002

Alec set permissions so proxypassioncam.xyz will work

figured out porch cam noise from ir control, in Chrome decreased camera's ir correction

20171006

Alec made it so record 24/7 to ssd then move the files to K drive

made it so Blueiris will save converted/exported files to: F:\Blueiris_clips

20180115

Tried to change screen resolution, ran setup from the motherboard dvd 

(while at cabin using Samsung TV as monitor and wireless keyboard/touchpad -

NOT remoted in) - still was

NOT able to change screen resolution

was not able to get to the internet, but reloaded 20180115 just to be sure

setup didn't change something

*************************************************************************************

Alec's notes 20180202

Alerts seem to have been deleted. Alerts are saved to:


K:/BlueIris/Alerts


Alerts will stay here until the folder is >400GB in size

Clips are stored:


K:/BlueIris/New


And everyday they are moved to T:/BlueIris/Storage


T:/BlueIris/Storage will hold for 33 days or until 4TB of space is used

Storage location settings can be found by clicking the gear icon in the top left of the blue iris window, and selecting the 'Clips & Archiving' tab

The current setup stores alerts and the recordings for the last 24 hours to the K drive, which is a SSD. Daily recordings (not alerts) are moved 

over to the T drive (RAID1 5TB) after 24 hours

Clips will stay on the T drive for 33 days, or until the T drive has used 4TB of space.

20180202 IFW

To save jpg alert images in K:/BlueIris/Alerts in camera properties must have "Store alerts as hi-res files" checked in the record tab

checked that box for all four cameras (presumably thery were checked previously - unknown how they became unchecked)

Have HDMI cable connecter from pccam to Samsung TV - will need to share Samsung TV input HDMI/DVI2 - with 

pcpc so will need to 

physically change which HDMI cable in plugged into the Samgsung TV HDNI/DVI2 input

wireless keyboard with trackpad works

ran F:\temp\Speed Dome camera purchased 4-2018 software\Tools\Config Tool\General_ConfigTool_Eng_V1.0.6.R.120626\configtool.exe

unchecked it could communicate with the internet and the lan - it should scan for cameras, showed none.

20180507 IFW

Don't know exactly when, kjp added camera and ended up deleting patiocam in BlueIris.

Cameras not working well - cannot ptz to prior settings, cannot reset

Not able to get pccam to display on Samsung TV get check signal cable popup (also get 

the popup when plug pcpc into HDMI/DVI2 on Samsung TV - could have the storem that damaged

the boat lift and the relay card for shore lights have done something to the cables?  Will

buy another cable and check)

20180819 IFW

20180909 IFW

To see if can get cameras working will restore 20171006

pccam does not reboot after power restored after power failure

after power failure, if cycle the power switch by usinng Cabinpi2 pccam will boot

Alec installd new video drivers

regarding resolution on the cabin's Samsung TV; on the SamsungTV menu; picture; size; just scan

works well

20181231 IFW

Restored: 20180909 IFW

20190311 IFW

20190516 IFW

Installed configtool (to find network cameras)

Url of the Chrome plugin for the securit cameras:

https://chrome.google.com/webstore/detail/nacl-web-plug-in/pbdcmagkbhnjpjlnpibbmggikpedpilc

20190623 IFW

Could not PTZ the cameras using Blue Iris but could control the camera purchased May 2019 using the Chrome apps

Installed Blue Iris v 5  (although purchased another license it did not ask for license but used the old license key)

Still could not PTZ using Blue Iris but could control the camera purchased May 2019 using the Chrome apps

20190714 IFW

Advanced IP Scanner 2.5

Patio cam not working.  9-24-19 Installed new (identical) camera purchased April 2018

Dock cam working in Blueiris (had to set manufacturer as Sunda) but PTZ not working.

20190926 IFW

To get old settings (that worked) for doc cam restored using IFD 1-29-2017 got settings

restored 20190926 but OpenVpnGui would not run and it was not listed as connected on the router

when ran autostartOpenVpnGui.bat got error: options error missing or unrecognized options --config

restored 20190714 This was due to virtualization not enabled in BIOS see above
Installed Sunba plugin –

	2018-08-03
	H.265 Active X Internet Explorer Web Plugin (for H.265 601-D20DX/406-D20X/405-D20X)


 it installed to: C:\Program Files (x86)\NetSurveillance\CMS

For the Sunba camera (dock) It works in ie and probably will work in Firefox; does not work in Chrome

Cabinpi3 set up


RJ45 to cabin lan



USB – usb/ethernet adapter – switch of pccam lan


Cabinip3 ip address is: 10.10.10.251



able to ssh to 10.10.10.251:3640



in a browser able to go to http://10.10.10.251:80 – likely apache2 server will be removed



(it’s left over – Cabinpi3 was built as a fork of Cabinpi2)

To Do:

upgrade from BI 4 to BI 5 using:

https://ipcamtalk.com/threads/blue-iris-4-to-5-migration-guide.39211/
