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Owner

To RDP in to PCCAM, we need to setup a PuTTY profile that has port tunneling configured.

The IP address of PCCAM that we're going to use for the tunnel is 10.16.10.1 . RDP on
PCCAM is listening on port 3389. You can choose whatever unused port on your local machine

that you'd like to tunnel to 3389 on PCCAM. In this example, we'll use 33892.

1. Open up PuTTY

2. On the left, expand the SSH option under the Connections node:

ﬁ PuTTY Configuration

E| Window
i i Appearance
- Behaviour

- Host keys
- Cipher
- Auth
- Tunnels

- Bugs

- Mare bugs

L

About

Help

?

Basic options for your PUTTY session

Specify the destination you want to connect to

et

Host Mame (or IP address) Port

| |[z2 |
Connection type:

ORaw O I& (O Rlogin @®55H O Seral

Load, save or delete a stored session
Saved Sessions

Default Settings Load
Tunnel to Swerve =
Tunnel to fwl1 nordicdey.io o
box 1.ulzhost.com-postgres =
Delete

Cloze window on exit:

O Mways (O Never (@ Only on clean exit

Cpen Cancel

3. Click the Tunnels option under the SSH node:
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@ PuTTY Configuration

Categony:

s

i - Features A~
- Window

i i Appearance

- Behaviour

- Tranglation

[#- Selection
i - Colours
EJ- Connection
- Data

- Proxy
- Telnet
- Rlogin
B-55H

| Options controlling S5H port forwanding

Port forwarding

[ Local ports accept connections from ather hosts
[1 Remote ports do the same (S5H-2 only)

Forwarded ports:

Remove
Add new forwarded port:
Source port l:l Add
Destination |
@) Local () Remote () Dynamic
®) Auto O 1Pvd O 1PvE
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4. Inthe Source Port text box, enter the port you'd like to use on your local machine for the tunnel.

In this example, I'm using 33892.

@ PuTTY Configuration

Categony:

¢ i Features A~
- Window
i i Appearance
- Behaviour

- Tranglation
[#]- Selection

i - Colours

EJ- Connection

- Data

.- Proxy

- Telnet

- Rlogin
=-S5H

- Host keys
----Cipher
- Auth
%1

- Tunnels
- Bugs

-~ More bugs v

About Help

| Options controlling S5H port forwanding

Port forwarding

[ Local ports accept connections from other hosts
Remote ports do the same (S5H-2 only)

Remave
Add new forwa port:
Source port Add
Destination |
® Local (O Remote () Dynamic
@) Auto O IPvd ) IPv6

5. In the Destination text box, enter: 10.10.10.1:3389 . This is the IP address and port to which all

connections from your local machine, on the port specified under the Source Port text box, will be
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#® PUTTY Configuration ? X
Categony:
‘.. Features P | Options controlling SSH port forwarding
E‘ Wimjlﬁzw Port forwarding
) Beﬁ:::gfe [ Local ports accept connections from other hosts
. Translation [1 Remote ports do the same (SS5H-2 only)
[#]- Selection Forwarded ports: [
i - Colours -
(=1 Connection
- Data
- Proxy
forwarded. - Tednet Add new forwarded port:
- Rlogin Source port Add
B-55H —
A Destination [10.10.10.1:3389)
- Host keys ®) Local () Remote () Dynamic
- Cipher (®) Auto O IPvd O IPv6
[ Auth
- K11 [}
- Tunnels
- Bugs
- More bugs
About Help Cancel

6. Make sure the Local and Auto radio buttons are selected, and click Add

ﬁ PuTTY Configuration

? X

s

Category:

Options controlling S5H port forwarding

i Features ~ |

B Winic;w Port forwarding
) B;:::S:e [ Local ports aceept connections®am ather hosts
A T |:| Remote ports do the same (SSH-
[#- Selection Forwarded ports:
. *Colours
(=) Connection
- Data
Add new forwarded port:
Source port Add
Destination [10.10.10.1:3389 |
- Host keys @) Local (O Remote () Dynamic
- Cipher ®) Auto O IPvd ) IPv6
[ Auth
K11
B
=

- More bugs

About | Help

7. Verify that the new tunneling rule is added to the Forwarded ports: text area:
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@ PuTTY Configuration

[ ? X

| Options controlling S5H port forwanding
Port forwarding
§ [ Local ports accept connections from ather hosts
- Behaviour
- Trandlation [[1Remote ports do the same (S5H-2 only)
[#]- Selection Forwarded ports: e
i -Colours —
& Connection 133892 10.10.10.1:3389
- Data
P
i Add new forwarded port:
- Telnet
B-55H
A Destination [10.10.10.1:3389 |
- Host keys ®) Local () Remate () Dynamic
- Cipher ®) Auto O IPvd ) IPv6
[+ Auth
- 11
- Tunnels
- Bugs
- More bugs
About Help [ Open Cancel

8. On the left menu, scroll to the top, and select the Session node:

ﬁ PuTTY Configurati

Category:

: Logging
L—'_\ Teminal
- Keyboard
... Bell

- Features

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Mame for IP address) Port

I |[z2 |
Connection type:

(O Raw (O Telnet (O)Rlogin @ 55H () Senial
Load. save or delete a stored session

Saved Sessions

Default Settings Load
Tunnel to Swerve —
Tunnel to fwD1 nordicdev.io o
box 1 lulzhost. com-postgres

Delete

the

Close window on exit:
(O Mways (O Never  (® Only on clean exit
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9. Inthe Saved Sessions text box, enter a name. In this example, I'm using Cabin CamPi Tunnel
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#R® PUTTY Configuration ? X
Category: %
&- S_ession P | Basic options for your PuTTY session |
L T"“ Fog:_:jing Specify the destination you want to connect to
Tﬂ}é;arboard Host Mame {or IP address) Part
- Bl | |[22 |
- e Connection type:
- Window (O Raw (O Telnet (O Rlogin @ SSH (O Serial
.gpe:earan Load, save or delete a stored session
- Behaviour
... Tranglation Saved Sessions
[#- Selection |Cabin CamPi Tunnel
Coloyrs | Default Settings 4 Ebiid
[} Connection Tunnel to Swerve
- Data Tunnel to fwl1 nordicday.io e
- Prowy box 1 lulzhost.com-postares
- Telnet Delete
- Rlogin
- 55H
e Close window on exit:
- Host keys O AMways (O Never (@ Only on clean exit
i Cipher
(- Auth v

About Help Cancel

10. In the Host Name (or IP address) text box, enter your username, and the IP address (or domain)

of the pi. If you're on the cabin LAN, you can use the LAN IP of the pi. If you're outside of the LAN,
you can use the dyndns domain, or the IP address. In this example, I'll be using the current external
public IP of the cabin (), and a username of pi .

&2 PUTTY Cenfiguration be ? X
Category:
[}~ Session -~ | Basic options for your PuTTY session |
I_.ogging Specify the destination you want to connect to
- Terminal
. Keyboard ost Mame (or [P a s Port
. Bel |pi@75.100.219.1 | [22 |
- Features Connection type:
= Window (O Raw (O Telnet () Rlogin @ SSH () Serial

Load, save or delete a stored session
Saved Sessions
|Cabin CamPi Tuninel |

Default Settings Load
Tunnel to Swerve
Tunnel to fwl1 nordicdey.io o
box 1.ulzhost.com-postgres

Delete

Close window on exit:
O Mways (O Never (@ Only on clean exit

About Help Cancel

11. In the Port text box, enter the port that SSH is listening on, on the pi. Currently, that is 3640.
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#R® PUTTY Configuration ? X
Categony:
&- S_ession P | Basic ryour PuTTY sessioh |
B Logging Specify the destination
I Teminal
.- Keyboard Host Name {or IP address)
- Bel [ri@75.100.219.18
S
- Features Connection type:
- Window (O Raw (O Telnet O Rlogin @S5H () Serial
----Mpearance Load. save or delete a stored session
- Behaviour
... Tranglation Saved Sessions
(- Selection |Cabin CamPi Tunnel |
Coloyrs Default Settings Load
[} Connection Tunnel to Swerve
- Data Tunnel to fwl1 nordicday.io T
- Prowy box 1 lulzhost.com-postares
- Telnet | Delete
- Rlogin
- 55H
e Close window on exit:
- Host keys O AMways (O Never (@ Only on clean exit
i Cipher
(- Auth v

About Help Cancel

12. Click the save button. A new entry should be added in the text area under Saved Sessions :

&2 PUTTY Cenfiguration ? X
Category:
[1- Session -~ | Basic options for your PuTTY session |
i leLnaninn Wl
-wmnewentryadded =
e inlicki |[3640 ]
-wARITERZClicking

- Window S évelo Telnet () Rlogin (@ 55H () Serial

-
-- Appearance
Ao : ~ 154, save or delete a stored session
- Behaviour
- Tranglation

[#- Selection

Saved Sessions
|Cabin CamPi Tunnel

- Colours
- Connection o Lol
- Data " | save

Tunnel to fwl1 nordicday.io
box 1 lulzhost.com-postgres

Close window on exit:
(O Mways (O Never  (®Only on clean

13. Double-click the newly created Ssaved Session.PuTTY will connect to the pi, and you'll be

prompted for your password. Enter your password. Now you're logged in and the tunnel is created.
14. To RDP to PCCAM, make sure the tunnel is active (ensure the PUTTY session to the pi is active).

Open up Remote Desktop on your Windows computer, and enter localhost:33892 in the

Computer text box. In this example, we set up port 33892 on the local machine. If you used a

different local port, enter that port here instead of 33892.
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& Remote Desktop Connection -

Remote Desktop

~>¢<) Connection b
Computer: | FESERRERR] V]

Usernames: ALECNORDICG Alec

Saved credentials will be used to connect to this computer.
You can edit or delete these credentials.

> Show Options

Help
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15. Click the connect button. You'll be prompted for your credentials - these are the credentials for PC

CAM.
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